)

CMC TELECOM

dWs
N/

Threat detection and incident
response using cloud -native services

Dzung Le
[ o Solutions Architect
CMC Telecom




Ao

Ag en d a oceeCHl

The incident response lifecycle
a E HoolkHinto the phases

U Preparation
U Detection
0 Triage N Collection and containmen t

U Remediation, recovery, and post-incident activity

Summary and conclusion



Incident response lifecycle

' Containment, .
Preparation > SEHEsaEL > > Post-Incident

Eradication,
and Recovery

and Analysis Activity
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Configure core services

A=

ldentity and
accessmanagement
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Data protection
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AWS ldentity and Access

Management (IAM)
AWS Single Sign-On
AWS Organizations
AWS Directory Service
Amazon Cognito

AWS Resource Access
Manager

AWS Security Hub
Amazon GuardDuty
Amazon Inspector
Amazon CloudWatch
AWS Config
AWS CloudTrall
VPC Flow Logs

AWS loT
Device Defender

AWS Firewall Manager
AWS Network Firewall
AWS Shield
AWS WAF
Amazon VPC
AWS PrivateLink

AWS Systems Manager

Amazon Macie
AWS Key Management
Service (KMS)
AWS CloudHSM
AWS Certificate Manager
AWS Secrets Manager
AWS VPN

Server-Side Encryption

Amazon Detective
Amazon EventBridge
AWS Backup
AWS Security Hub

AWS Elastic Disaster
Recovery

AWS Artifact
AWS Audit Manager
Amazon CloudWatch

AWS CloudTrail

AWS Config

AWS Security Hub

AWS Systems
Manager
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Detection using AWS services

GuardDuty

Analyze log data
for anomalies and
malicious behavior

i

AWS Config

Check configuration
status and rule
compliance

Amazon
Inspecto
-

Checkfor software
vulnerabilities




GuardDuty

4 Raw data )
( Log data h
CloudTrall
No configuration |
needed for this DN Sresolver
log source l0gs
Amazon .
VPC Flow
Logs
Amazon S3
. data events
Amazon EKS
audit logs
S Z,

Check, detect,
and measure

HIGH

0 @

MEDIU

GuardDuty ™

LOW

Threat
detection types:

Threat intelligence

Anomaly detection

Finding types
(examples):

Bitcoin mining

Command and
control activity

Unusual user behavior

Unusual traffic patterns



AWS Config

4 Raw data '\ [ Check,detect, | Config rules:
r ) and measure
Resources Inventory Managed rules to show
if resources comply with
‘I common best practices
i HE Build custom rules while
- using guard custom
Rules are mostly | [H policy or AWS Lambda
triggered based = m functions
on changes = ﬂ'll@ ‘ > ﬂ'{l@
>
AWS AWS Conformance
A Config Config packs (CP):
recorder rules
(= Sample CPs,based on
@ industry recommendations,
Ao @ or custom CPscan be used
- to group rules into a
—+45 general -purpose
L compliance framework
s : RN Y g




AWS Config resources

Resource Inventory

Search existing or deleted resources recorded by AWS Config. For a specific resource, view the resource details, configuration timeline, or compliance timeline. The resource configuration timeline allows you to view all the configuration items captured over time
for a specific resource. The resource compliance timeline allows you to view compliance status changes. To query your resource configurations, use the advanced SQL query editor.

Resources

Resource category Resource type Compliance

AWS resources Multiple Selected Any compliance status

AWS EC2 SecurityGroup X

Resource identifier - optional

Q

Include deleted resources

@

Resource identifier

Type

Compliance

sg-019e071a23df05718

EC2 SecurityGroup

/A Noncompliant

sg-04113ea6e68c26d4b
sg-048d5ac026fe26139
sg-0cd88dd079707cd4b

sg-addaf3f3

EC2 SecurityGroup
EC2 SecurityGroup
EC2 SecurityGroup

EC2 SecurityGroup

/A Noncompliant
® Compliant
/A Noncompliant

/A Noncompliant




AWS Config

Timeline
General details

Resource ID
sg-019e071a23df05718

resources timeline

Resource type
AWS::EC2::SecurityGroup

Resource name
SEC-TOOLING-SSH-LIMITED

Events
All times are in Europe/Berlin (UTC+02:00)

March 20, 2022

Start date

2022/06/23

Event type

All event types

20:01:19 Rule compliance

A 3 Noncompliant rule(s)

5 rule(s) applied

February 21, 2022

18:35:25 ‘ Rule compliance

A 3 Noncompliant rule(s)

4 rule(s) applied

18:35:24 ‘ Rule compliance

A 2 Noncompliant rule(s)

3 rule(s) applied

January 26, 2022
13:19:34 Configuration change

11:31:59 Configuration change

1 field change(s)

1 field change(s)




AWS Config rules

Rules

Rules represent your desired configuration settings. AWS Config evaluates whether your resource configurations comply with relevant rules and summarizes the compliance results.

Name

EmrMasterNoPubliclp-conformance-pack-uqghyaOwp

EfsEncryptedCheck-conformance-pack-uqghyaOwp

CloudTrailLogFileValidationEnabled-conformance-pack-vieezssqt

Remediation action

Not set

Not set

Not set

Type

AWS managed

AWS managed

AWS managed

Compliance

® Compliant

CMKBackingKeyRotationEnabled-conformance-pack-vieezssqt

Not set

AWS managed

/\ 4 Noncompliant resource(s)

Ec2SecurityGroupAttachedToEni-conformance-pack-ugghyaOwp

CloudwatchLogGroupEncrypted-conformance-pack-uqghyaOwp

Ec2ManagedinstanceAssociationComplian-conformance-pack-ugghyaOwp

AcmCertificateExpirationCheck-conformance-pack-uqghyaOwp

IAMPasswordPolicyCheck-conformance-pack-vieezssqt

CloudTrailCloudWatchLogsEnabled-conformance-pack-vieezssqt

Not set

Not set

Not set

Not set

Not set

Not set

AWS managed

AWS managed

AWS managed

AWS managed

AWS managed

AWS managed

/A 11 Noncompliant resource(s)
/\ 24 Noncompliant resource(s)
® Compliant

/A 2 Noncompliant resourcel(s)
A 1 Noncompliant resource(s)

A 1 Noncompliant resource(s)




AWS Config rules detalls

CMKBackingKeyRotationEnabled-conformance-pack-vieezssqt

v Rule details

Description

Checks that key rotation is enabled for each key and matches to the key ID of the
customer created customer master key (CMK). The rule is compliant, if the key rotation
is enabled for specific key object.

Config rule ARN
arn:aws:config:eu-west-1: config-rule/aws-service-rule/config-
conforms.amazonaws.com/config-rule-siz3qq

¥ Resources in scope

Noncompliant

ID

b9e77947-1283-4406-ba37-c0199928f998
bc7ee0d3-72ae-4e90-be7a-46f4f01f1d5b
cb9d2583-ba15-4bee-9be3-48d65f45708a

d128e4a1-9864-43c0-b2d1-468c50183f48

Trigger type
Periodic: 12 hours

Scope of changes

Status

Last successful evaluation
® September 19, 2022 6:12 AM

Annotation

Compliance

/A Noncompliant
A\ Noncompliant
A Noncompliant

A\ Noncompliant




Amazon Inspector

Continuous
scans based on
software
changes and
new or updated
vulnerability
intelligence

-

Raw data

r

N\

Resources

Amazon EC2
instances

Amazon
ECR

J

Check, detect,
and measure

1

Amazon
Inspector

Vulnerability
assessment:

Automatically

discover

vulnerabilities in near
real time

Identify zero-day
vulnerabilities quickly
by using more than 50
intelligence sources

Network accessibility
analysis:

Prioritize findings using
context -based risk scores



Amazon Inspector summary

Summary

Viewing data from all accounts

Environment coverage ngs

accounts, instanc d re tories that are enabled with Inspector. All act tical findings in your environment

Accounts Instances Repositories ECR container EC2 instance Network reachability

’I OOO/O ’I 60/0 6 60/0 OCrit\ca{ 2 ’I Critical OCritical

27 / 27 accounts 4 / 24 instances 2 / 3 repositories 0 total findings 700 total findings 2 total findings

Risk based remediations

Vulnerabilities impacting the most instances and images.

Package name Critical
expat

python-pillow

httpd-tools

httpd-filesystem

httpd

View all vulnerabilities

AWS accounts with most critical findings

Accounts with the most critical findings

AWS account Critical
SignFast-Play

Networking Account

Logging Account

Forensic Account

Shared Services Account
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Triage and collection NWhat do we have so

far?

Data that
G H gnadsured
or weighted

Security incident

and event
management
4 A s )
Raw data \Check, detect,
and m r
Loq e and measure
GuardDuty
=)
®' " 1
' AWS
Config
Inventory @) 1
data
..... ) Arnazon
1 E ? Inspector
Tools and
_E;; services
o J U

Results or
findings based on
rules and patterns



Security Hub

A single,
standardized data
format for all of

your findings

Raw data

Log data

@

Inventory

data

a Check,detect,
and measure

©)

GuardDuty

2

AWS
Config

Amazon
Inspector

Tools and
services

" Consolidate
and aggregate

Security
Hub

\

Cloud security
posture management :

Automated, continuous
security checks based on
industry and vendor best
practices

Consolidated
findings :

Aggregates security
findings generated by
AWS security services and
partners across accounts
and Regions



