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Agenda

The incident response lifecycle

ąĘħńĦlook into the phases

Û Preparation

Û Detection

Û TriageÑCollection  and containmen t

Û Remediation, recovery, and post-incident activity

Summary and conclusion



Incident response lifecycle



Preparatio

n



AWS Identity and Access 

Management (IAM)

AWS Single Sign-On

AWS Organizations 

AWS Directory Service

Amazon Cognito

AWS Resource Access 

Manager

AWS Security Hub

Amazon GuardDuty

Amazon Inspector

Amazon CloudWatch

AWS Config

AWS CloudTrail

VPC Flow Logs

AWS IoT 

Device Defender

AWS Firewall Manager

AWS Network Firewall

AWS Shield

AWS WAF 

Amazon VPC

AWS PrivateLink

AWS Systems Manager

Amazon Macie

AWS Key Management 

Service (KMS)

AWS CloudHSM

AWS Certificate Manager

AWS Secrets Manager

AWS VPN

Server-Side Encryption

Amazon Detective

Amazon EventBridge

AWS Backup

AWS Security Hub

AWS Elastic Disaster 

Recovery

Identity and 

accessmanagement
Infrastructure

protection

Incident
response

AWS Artifact

AWS Audit Manager

Amazon CloudWatch

AWS CloudTrail

AWS Config

AWS Security Hub

AWS Systems 

Manager

Configure core services

Data protection GovernanceThreat detection



Detection



Amazon 

Inspecto

r

Check for software

vulnerabilities

AWS Config

Check configuration 

status and rule 

compliance

GuardDuty

Analyze log data 

for anomalies and 

malicious behavior

Detection  using  AWS services



Raw data

Log data

Check,detect, 

and measure

GuardDuty

CloudTrail

Amazon 

VPCFlow 

Logs

DNSresolver

logs

Amazon S3 

data events

Amazon EKS

audit logs

GuardDuty

Threat 

detection types:

Threat intelligence 

Anomaly detection

Finding types

(examples):

Bitcoin mining

Command and 

control activity

Unusual user behavior

Unusual traffic patterns

No configuration 

needed for this 

log source

HIGH

MEDIU

M

LOW



Check,detect, 

and measure

AWS Config

AWS

Config 

recorder

AWS

Config 

rules

Raw data

Resources Inventory

Config rules:

Managed rules to show

if resources comply with 

common best practices

Build custom rules while 

using guard custom 

policy or AWS Lambda 

functions

Conformance

packs (CP):

Sample CPs,based on 

industry recommendations, 

or custom CPscan be used 

to group rules into a 

general -purpose 

compliance framework

Rules are mostly 

triggered based 

on changes



AWS Config  resources



AWS Config  resources timeline



AWS Config  rules



AWS Config  rules  details



Raw data

Resources

Check,detect, 

and measure

Amazon  Inspector

Amazon 

Inspector

Amazon EC2

instances

Amazon

ECR

Vulnerability 

assessment:

Automatically

discover 

vulnerabilities in near 

real time

Identify zero-day 

vulnerabilities quickly 

by using more than 50 

intelligence sources

Network accessibility

analysis:

Prioritize findings using 

context -based risk scores

Continuous 

scans based on 

software 

changes and 

new or updated 

vulnerability 

intelligence



Amazon  Inspector  summary



Collection 

Containme

nt



Check,detect, 

and measure

Triage  and collection  Ñ What  do  we have so 

far?

Raw data

Log data

Inventory 

data

GuardDuty

Amazon 

Inspector

AWS

Config

Tools and

services

Data that

ĜĦġńħmeasured 

or weighted

Results or 

findings based on 

rules and patterns

Security incident 

and event 

management



Check,detect, 

and measure

Security  Hub

GuardDuty

Amazon 

Inspector

AWS

Config

Consolidate 

and aggregate

Security 

Hub

Cloud security 

posture management :

Automated, continuous 

security checks based on 

industry and vendor best 

practices
A single, 

standardized data 

format for all of 

your findings

Consolidated 

findings :

Aggregates security 

findings generated by 

AWS security services and 

partners across accounts 

and Regions

Tools and 

services

Raw data

Log data

Inventory 

data


