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Agenda

« Bao mat Cloud va nhitng thach thic cua doanh nghiép
« MO hinh Chia sé Trach nhiém cua AWS

* Dich vu bao mat va tuan thu chinh cua AWS

« Q&A

* Minigame
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Bao mat Cloud &
Nhirng thach thirc cua Doanh nghiép
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SO su co
tan cong mang
3 thang dau nam, source: cand.com.vn

Cubc tan cong mang

Tu 2023 dén nay, source: baochinhphu.vn

83 )OO+ Maytinh may chd bi ma doc ma hoa dir liéu

Source: NCS

64 78% S6 cudc tan cong mang tai VN

Tu 2022 -> 2023 : Source: cuc an toan thong tin

Con nguai Nén tang Website
Phan mém dich vu




Bao mat hé thong trén Cloud kém an
toan han bao mat tai On-premise ?

PCI DSS, SOC 12 3, HIPAA, NIST, ISO...
Con ngudi: doi ngli chuyén gia security

Pa dang dich vu security
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D{t liéu dugc luu trit trén Cloud dé bi
truy cap trai phép hon khi luu trir tai
On-Premises ?

Muc d6 trién khai cac phuong phap bao mat
Quy trinh va duy tri cac bién phap

Bén th 3: Audit, cap certification hang nam
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Annual share of organizations affected by ransomware attacks worldwide from 2018 to
2023

@ Additional Infarmatian

https://www.statista.com/statistics/204457/businesses-ransomware-attack-rate/

statista ¥a

Source

Survey time period

201810 2023

Number of respondents

1,200 respondents


https://www.statista.com/statistics/204457/businesses-ransomware-attack-rate/

Thach thic bao mat doéi véi doanh nghiép S0

Tan cong mang RO ri dir liéu

Tan céng ndi gian

/

Pao tao bao mat

- . - _ Phan mém crack o n
Lo hong phan mém Mang xa hoi

Théng tin xac thuc

DDoS

APl khong an toan

Truy cap trai phép
Tuén thu Rui ro tU loT



Péi mdi véi toéc do Bao mat trén quy mé I6n

su linh hoat cua AWS v@i viéc quan tri tap trung



o

CMC TELECOM




o

CMC TELECOM



CCCCCCCCCC

Tai AWS, bao mat la vu
tién hang dau
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Mo hinh chia se trach nhiém
cua AWS
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Customer data

Platform, applications, identity, & access management

Operating system, network, & firewall configuration

Customers Client-side data Server-side data Network traffic
Encryption & data integrity authentication File system and/or data Protection (encryption, integrity, identity)

are responsible for
end-to-end security in

their on-premises data
contors Software

Compute Storage Database Networking

Hardware/AWS Global Infrastructure

Regions Availability zones Edge locations




MO hinh chia sé trach nhiém AWS

CUSTOMER

REPONSIBILITY FOR
SECURITY ‘IN' THE CLOUD
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Customer data

Platform, applications, identity, & access management

Operating system, network, & firewall configuration

Client-side data

Encryption & data integrity authentication

Server-side data

File system and/or data

Network traffic

Protection (encryption, integrity, identity)







N A N ® ? V 4 e N n
Mo hinh chia sé trach nhiém AWS .

DATA
CUSTOMER

Trach nhiém vé APPLICATION
“Tinh bao mat
trong dam may”

OPERATING SYSTEM

Amazon EC2
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Mo hinh chia sé trach nhiém AWS .

-----------------------------------------------------------------------------------------------------------
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Availability :

i Availability
H Zone
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Mo hinh chia se trach nhiém AWS e
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Mo hinh chia sé trach nhiém AWS .

DATA
CUSTOMER

Trach nhiém vé APPLICATION
“Tinh bao mat
trong dam may”

OPERATING SYSTEM
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ritv IN Trach nhiém cua khach hang duoc
Secu y xac dinh bai cac dich vu dam may
the Cloud AWS ma khach hang lya chon.

Security OF AWS chiu trach nhiém bao vé co s&
ha tang chay tat ca cac dich vu duoc
the Cloud cung cap trén dam may AWS.

Customers

AWS



MO hinh chia sé trach nhiém AWS

CUSTOMER

REPONSIBILITY FOR
SECURITY ‘IN' THE CLOUD
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Customer data

Platform, applications, identity, & access management

Operating system, network, & firewall configuration

Client-side data

Encryption & data integrity authentication

Server-side data

File system and/or data

Network traffic

Protection (encryption, integrity, identity)
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Dich vu bao mat & tuan thu
cua AWS
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Quan ly dinh danh va Bao vé Quan ly
truy cap dir liéu tuan tha
AWS Identity and Access AWS Security Hub AWS Firewall Manager Amazon Macie Amazon Detective AWS Artifact

Management (IAM)
AWS Single Sign-On
AWS Organizations
AWS Directory Service
Amazon Cognito

AWS Resource Access
Manager

Amazon GuardDuty
Amazon Inspector
Amazon CloudWatch
AWS Config
AWS CloudTrail
VPC Flow Logs

AWS loT
Device Defender

AWS Network Firewall
AWS Shield
AWS WAF
Amazon VPC
AWS PrivateLink

AWS Systems Manager

AWS Key Management
Service (KMS)

AWS CloudHSM
AWS Certificate Manager
AWS Secrets Manager
AWS VPN

Server-Side Encryption

Amazon EventBridge
AWS Backup
AWS Security Hub

AWS Elastic Disaster
Recovery

AWS Audit Manager
Amazon CloudWatch
AWS CloudTrail
AWS Config
AWS Security Hub

AWS Systems
Manager
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Quan ly dinh danh va
truy cap

Xac dinh, thuc thi va kiém

tra quyén clia ngudi dung,
cac hanh ddng trén cac dich
vu va tai nguyén AWS

2D
Iit
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AWS Identity and Access Management (IAM)

Quan ly quyén truy cap vao cac dich vu va tai nguyén AWS

AWS IAM Identity Center
Quan ly tap trung quyén truy cap SSO vao nhiéu tai khoan AWS va
Ung dung doanh nghiép

AWS Organizations
Quan ly dua trén chinh sach cho nhiéu tai khoan AWS
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Hién thi thdng tin can thist dé Quan sat va giam sat cac tai nguyén cling nhu ng dung trén AWS.

e

Bao vé tai khoan AWS cua ban bang tinh nang phat hién méi de doa
théng minh

phat hién cac van dé trudc khi
ching anh huéng dén doanh
nghiép, cai thién tinh hinh
bao mat va giam rdi ro trong
moi trweong AWS

Theo doi hoat dong cla nguoi dung va API.
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Quan ly va tang cuvong quyén
rieng tu cling nhu kiém soat co
s& ha tang tong thé cua ban
trén AWS
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Xac dinh va khéi chay tai nguyén AWS trong mang ao
dwoc phan vung hop ly

Trién khai bdo mat twong lra mang trén cac VPC

Toi vu hoa tinh kha dung va kha nang phan héi ciua &ng
dung véi tinh nang chéng DDoS
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Bao vé dir liéu

Mét bé dich vu duoc thiét ké
dé ty dong hda va don gian
hdéa nhiéu nhiém vu bao vé va
bao mat dir liéu, tir quan ly va
lwu trir khoa dén quan ly

thong tin xac thuec.
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AWS Key Management Service (AWS KMS)
Tao va kiém soat cac khda dung dé ma hda dir liéu cda
ban

AWS Secrets Manager
Quan ly tap trung vong doi clda cac secret
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Trong khi xay ra sy ¢6, ngan
chan va quay tra lai trang
thdi 6n dinh ban dau la
nhitng yéu t6 quan trong cda
ké hoach ing phd. AWS cung
cap cac cong cu sau dé ty
dong hoéa cac khia canh cda
phuong phap thyc hanh tot
nhat nay.
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Quan ly tap trung va ty dong hda cac ban sao lvu trén cac
dich vu AWS dé don gian hdéa viéc bao vé dir liéu trén quy
mo lén

Phuc héi tham hoa nhanh chdng, ty dong, tiét kiém chi
phi
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Quan ly dinh danh va Bao vé Quan ly
truy cap dir liéu tuan tha

AWS Identity and Access AWS Security Hub AWS Firewall Manager Amazon Macie Amazon Detective AWS Artifact

Management (IAM)
AWS Single Sign-On
AWS Organizations
AWS Directory Service
Amazon Cognito

AWS Resource Access
Manager

Amazon GuardDuty
Amazon Inspector
Amazon CloudWatch
AWS Config
AWS CloudTrail
VPC Flow Logs

AWS loT
Device Defender

AWS Network Firewall
AWS Shield
AWS WAF
Amazon VPC
AWS PrivateLink

AWS Systems Manager

AWS Key Management
Service (KMS)

AWS CloudHSM
AWS Certificate Manager
AWS Secrets Manager
AWS VPN

Server-Side Encryption

Amazon EventBridge
AWS Backup
AWS Security Hub

AWS Elastic Disaster
Recovery

AWS Audit Manager
Amazon CloudWatch
AWS CloudTrail
AWS Config
AWS Security Hub

AWS Systems
Manager



Bao vé lau dai = Bao vé tai nguyén AWS cua ban

Kho bau .. .
Pai quan sat

AWS Secrets
Manager AWS GuardDuty
; < % olely AWS CloudTrail
Linh gac céng i ey -z b ]

AWS Identity and
Access Management -
(1IAM)

Tudng thanh

AWS Network
Firewall
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CMC SecureZone
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Q&A
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Feedback

https://bit.ly/sec-webinar1
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Nhan nhirng phan
qua gia tri tal

Minigame
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Customers - Security IN the Cloud  AWS - Security OF the Cloud
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Next Steps SR,
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CMC Telecommunication Infrastructure Corporation

Thank you ! -
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