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« Bao vé an toan hé thong trén AWS
 Bao vé an toan diT lieu
¢ Q&A
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Bao vé an toan hé thong trén AWS eI Bcon

Tuan thu AWS best-practices KHONG tuan thi AWS best-practices

CHI A ANH B
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Truy cap vao ung
dung web c6 16
hong

Truy cap vao hé
thong dir liéu néi bo
Xoa file image cua

website

Thay doi quyén sao
luu A liéu

Download d{ liéu
backup
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Khéng bao vé ung
dung web

Khong phan vung
cac thanh phan

Su dung 1 account
duy nhat

Cap tat ca cac
quyén cho users

D{ liéu nhay cam
khong dugc ma hoa

Khong ghi nhat ki,
theo doi, canh bao



Best Practices: Quan ly dinh danh va truy cap G

1) S dung nhiéu tai khoan 2) SU dung gidi han quyén 3) Lién két véi cac dich vu
AWS dé giam pham vi tdc dong  va cap thong tin xac thuc dinh danh hién cé
tam thoi
Production Staging =
/
l= l= (53= {I% } B= C@
IAM IAM Roles SEAEE IAM MFA token AWS IAM
G ENEETE Identity Center
M6 hinh da tai khoan AWS |AM roles va thong tin xac thuc Kiém soat quyén truy cap vao
cung cap kha nang tach biét tam thdi giup hé thong khéng tai nguyén AWS, quan ly quy
gilta cac workloads dua trén phai quan ly thdng tin xac thuc trinh xac thuc va iy quyén ma
muc dich kinh doanh, giai doan dai han va nguai dung IAM cho khéng can tao lai IAM users cho
phat trién, va cac loai dir liéu ting thuc thé yéu cau truy cap tat ca ngudi dung cong ty.

khac nhau,... vao mot tai nguyén.



Best Practices: Quan ly dinh danh va truy cap
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Best Practices: Ghi nhat ky va giam sat

4) Bat ghi nhat ky trén moi
tai khoan, moi dich vu, moi
regions

5) S dung cac tinh nang
giam sat va canh bao tich
hgp trén nén tang AWS
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6) SuU dung tai khoan AWS
riéng dé luu trit ban sao cla
tat ca nhat ky

AWS Amazon
CloudTrail GuardDuty

Lich st AWS API trong CloudTrail
dam bao tinh bao mat, theo doi
thay doéi tai nguyén va kiém tra
tuan thu. GuardDuty cung cap
thong tin va phat hién maéi de
doa cua hé théng.

%

AWS Security
Hub

Viéc giam sat nhiéu tai nguyén
sé dam bao phat hién dugc
nhiing su c6 ma khach hang
khéng mong mudn. Thiét lap
canh bao va thong bao khi co
hoat dong bat thudng trén cac
tai khoan.

AWS Config

Production Security

8 B

Viéc dinh cau hinh tai khoan
bao mat dé sao chép nhat ky
vao mot nhdm riéng biét sé
dam bao quyén truy cap vao
thong tin nhat ky trong quy
trinh Ung pho su c6 bao mat.



Best Practices: Ghi nhat ky va giam sat o
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Best Practices: Bao mat ha tang hé thong e Ceon

7) Tao I6p ngan chan moi
de doa bang cach st dung
cac dich vu bién cua AWS

& @

Amazon AWS Shield AWS WAF
CloudFront

SU dung PoPs trén toan thé gidi
dé cung cap kha nang ma rong,
bao vé khoi cac cudc tan cong
DDoS, cac cudc tan cong Ung
dung web.

8) Tao cac vung mang vGi
Amazon VPC va cac nhom
bao mat Security Group

VPC Security
group

Trién khai cac bién phap kiém
soat bao mat & ranh gidi cua
may chu va mang ao trong moi
trudng AWS Cloud dé thuc thi
cac chinh sach truy cap, giam
thiéu moi de doa vé bao mat
dén tai nguyén hé thong

9) Quan ly 16 héng bao mét
thong qua va va quet tai

nguyén

Amazon
Inspector

Kiém tra machine image va
snapshots ciia may ao dé tim
cac 16 héng hé diéu hanh va
Ung dung trong qua trinh xay
dung, van hanh hé thong.



Best Practices: Bao mat ha tang hé thong

Chi A

ad

Internet

AWS Cloud
~—

(D3
’~—\
AWS WAF
Amazon ([I
CloudFront @
AWS Shield

P @

Amazon
Inspector

i

AWS Config

Amazon GuardDuty

Internet
Gateway

|E AWS Account
VPC

Web Server
Instance

5,

S3 Bucket

“Website Images”

A

AWS CloudTrail

Amazon CloudWatch

|E AWS Account
VPC

iy
(]

Internal
Data Service

S

S3 Bucket

“Data Backup”

o

CMC TELECOM

‘e

AWS IAM
Identity Center

MFA token

D E=
(&

Secrets
Manager




Ao

CMC TELECOM

Bao vé an toan dir liéu
tren AWS



Dir liéeu la Trung tam o

[ ]
CMC TELECOM

S s ~ Bao mat dir liéu khi van
D‘T? Phan loai dir liéu @ T

. * Xacdinhloai diflicu * Quan ly khda va chirng chi

*  Tudong nhan dang dif lieu nhay cam «  Thuc hién ma hda khi van chuyén

*  Quan ly vong dsi dir liéu Da ta . Ty déng phat hién truy cap trai phép

S BHE

« Xac thyc két néi mang

. Bao mat dir liéu khi luu trir
a * Quan ly khda an toan

« Ma hoda khi luu trit

«  Kiém soat quyén truy cap



Cac nhom dich vu bao mat & tuan thu AWS

A=

Quan ly dinh danh va
truy cap
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AWS Identity and Access
Management (IAM)

AWS Single Sign-On
AWS Organizations
AWS Directory Service
Amazon Cognito

AWS Resource Access
Manager

AWS Security Hub
Amazon GuardDuty
Amazon Inspector
Amazon CloudWatch
AWS Config
AWS CloudTrail
VPC Flow Logs

AWS loT
Device Defender

AWS Firewall Manager
AWS Network Firewall
AWS Shield
AWS WAF
Amazon VPC
AWS PrivateLink

AWS Systems Manager

Amazon Macie
AWS Key Management
Service (KMS)

AWS CloudHSM
AWS Certificate Manager
AWS Secrets Manager
AWS VPN

Server-Side Encryption

Amazon Detective
Amazon EventBridge
AWS Backup
AWS Security Hub

AWS Elastic Disaster
Recovery

AWS Artifact
AWS Audit Manager
Amazon CloudWatch

AWS CloudTrail

AWS Config

AWS Security Hub

AWS Systems Manager



Phan loai dir liéu
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Amazon Macie la dich vu bao mat dit lieu, si dung cac ky thuat may
hoc (ML) va so khép mau dé phat hién va gilp bao vé dir liéu nhay cam
cua ban.

A
AN
Y.

Amazon Macie
Enable Macie with one
selection in the AWS
Management Console or a
single AP call

Continually evaluate
Amazon 53 storage
Automatically generate 53
bucket inventory and provide
insights on bucket-level
security and access controls

Automated sensitive
data discovery
Automatically build an
interactive data map of
your sensitive data in 53

Full discovery scans
Run targeted, sensitive
data discovery jobs based
on results from the
interactive data map

Take action
Generate findings and send
to Amazon EventBridge and

AWS Security Hub for
automated remediation and
workflow integration
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S3 buckets (268) info E

This heat map shows S3 buckets for your account or organization, grouped by account. Each square represents a bucket. The color of a square represents the bucket's sensitivity score. Choose a bucket to show its details or adjust its sensitivity
scoring settings.

Last updated: November 27, 2022, 14:47:45 (UTC-07:00)
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Bao mat dir liéu khi
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AWS Certificate Manager %
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Trinh quan ly chirng chi cia AWS (ACM) cung cap, quan ly cling nhu trién khai
cac chidng chi SSL/TLS riéng va cong khai dé s& dung vdi cac dich vu AWS ciling
nhu tai nguyén két néi ndi bé cda ban.

Elastic Load @ Amazon

Balancing %/ CloudFront
Public certificates

Domain-validated .
public certificates from H{/ ég:::‘z’:a“ APl énwcfal‘\’létsro
Amazon Trust Services Y

ACM integrated services

— ACM issued certificates are renewed
i and automatically bound with ACM
@ J @ = integrated services
E ] /X

AWS Certificate Manager

AWS Private CA Private certificates P
Private certificates

from AWS Private CA

rovision and manage public
and private TLS certificates

(@ Amazon @ Amazon

CloudWatch EventBridge

Certificate monitoring
Automate and respond to ACM events such as
.‘ e a change in certificate state or renewal

Import certificates
Public or private certificates
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AWS KMS

AWS Key Management Service cho phép tao, quan ly va kiém soat

khéa mat ma trén cac (rng dung cutia ban va cac dich vu ctiia AWS. Tieh el vt e dlich v
—_— « Ma hda va giai ma dit lieu @
00 | oS « Kiva xac nhan Amazon S3
b0 ===

« Tao va xuat khoa du liéu

Tao khoa * Tao va xac nhan message
AWS ‘KMS aﬁthenticatioﬁ codes (MACs)

Amazon EC2

l KEZ‘

Theo ddi khdéa KMS o

Amazon EBS
(R Vi,

Amazon CloudWatch AWS CloudTrail 29




AWS ho trg khach hang bao méat dir liéu thé nao?

(] @
— AWS Cloud @29' RN w I%_
‘ Ma héa dir liéu nguén khi Lt e AL AWS Identity and Access
{G\j s chuyégn = Ma hoa d lieu & phia % Management — Cross-
' N g SERE Lo [ 41 N Account Access
“Lam thé ndo dé bdo madt ’ \ " "Lam thé ndo dé chia sé
. o S T . I A loudHSM L ea s n
dich chuyén di liéu lén i “Lam thé nao dé bao mat AV(\j/éS, gllj\ﬂai Y; kchgg dre di liéu va tai nguyén an
A A Y . du liéu trén AWS?” doanh nghiép toan trén cloud?”

AWS Certificate Manager
cho ching chi SSL/TLS

1 b | A | 9 \ 2 > s
“Lam thé nao dé quan ly
@ |ﬂ'#é} i, 66& xdc thuc va ay quyén?”
= Well-Architected Review “Lam thé ndo dé téi uu Cac dich vu Quan tri da
LTz A : chi phi va hiéu ndna?" ac dich vy Quan tri ddm
Trién khai treh nhiéu Rﬁeg|?ns P . 9 may cia AWS "a |
Q] - CyptographicSDKsdema « ;0 106 nao dé kién tric < & <
& héa (ng dung SN g e E
VT et 2 dam bao tinh san sang: . ) ) =
] ulti-Region Keys . . oy . =
dé khéi phuc khi ¢cé sy ¢ “l am thé ndo dé ma @ l;_;b @ ”Lgm th)e nao de\ cthng mmh - (/\%\}
réng?" Gon tinh bdo mat va tudn thu?

AWS IAM va Secrets
Manager dé quan ly danh
tinh va théng tin xac thuc

30



Ao

CMC TELECOM

Q&A



CCCCCCCCCC

Feedback

https://bit.ly/sec-webinar2
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